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A template your organization can adopt with light editing.
	
	ABOUT THIS TEMPLATE  /  PLEASE READ FIRST
This AI Acceptable Use Policy Starter is provided by Four Winds IT as a free starting template. It is a general resource to help your organization begin shaping its own policy. It is not legal advice and it is not a finished, ready-to-file policy.
This version is written in fairly complete language so it is easy to work from. That makes your own review more important, not less. Do not adopt it as written. Every organization is different: your industry, your regulatory obligations, your contracts, your insurance requirements, and your jurisdiction all affect what your policy should say.
Before you adopt this document, review it and adapt it to your organization, and have it reviewed by your own legal counsel and any compliance or HR advisors who should weigh in. Four Winds IT does not warrant that this template meets the requirements of any specific law, regulation, or professional rule, and adopting it does not create an attorney-client or advisory relationship. You are responsible for the final policy your organization puts in place.



How to Use This Document
This is the ready-to-adopt version. The policy language below is written so it can be used with light editing. Anywhere you see a highlighted blank, fill in your own detail.
1. Read the disclaimer above. This is a starting template, not a finished policy.
1. Fill in the highlighted blanks: your organization name, your approved AI tool, the names or roles of who to contact, and the dates.
1. Read every section and edit anything that does not match how your organization actually works. The data tiers in Section 4 and the disclosure rules in Section 7 especially deserve a close look. Delete what does not apply.
1. Have your legal counsel, and your compliance or HR advisor, review the draft before you adopt it.
1. Once approved, share it with all staff and have them acknowledge it. Revisit it at least once a year.


THE POLICY
Everything below is policy language. Edit it to fit your organization, fill in the highlighted blanks, and delete anything that does not apply.

	
	POLICY IDENTIFICATION
Organization:  [Organization Name] 
Effective date:  [date]       Version:  [1.0] 
Policy owner:  [name or role] 


1. Purpose and Scope
This policy governs how employees and contractors of  [Organization Name]  use artificial intelligence (AI) tools in the course of their work. It applies to all staff, all departments, and all devices used for work, whether organization-owned or personal.
The purpose of this policy is to let our team use AI productively while protecting client, patient, and organizational information and meeting our legal and professional obligations. AI tools can make our work faster and better. They also create real risks if used carelessly. This policy sets out how to get the benefit without the exposure.
2. What We Mean by AI Tools
For this policy, AI tools means software that generates or analyzes content using artificial intelligence. This includes general chatbots and assistants, AI features built into other software, AI writing and summarizing tools, AI transcription tools, and AI image or code generators.
Public AI tools are free or consumer AI services that are not provided or managed by our organization. Approved AI tools are the specific tools our organization has reviewed, secured, and authorized for work use, listed in Section 3.
3. Approved AI Tools
The following AI tool is approved for work use, including work that involves sensitive information:  [Name of your approved AI platform] .
Staff who want to use any other AI tool for work must request approval first. To request approval, or to ask whether a particular tool is allowed, contact the policy owner named in Section 12.
An approved tool is the safest way to use AI. It keeps the organization's data private to the organization, it is access-controlled, and its use can be reviewed. Public AI tools provide none of these protections by default.
4. Information Classification: What Can Go Where
Not all information carries the same risk. Before entering anything into an AI tool, identify which tier it falls into and follow the rule for that tier.

	Tier
	What It Includes
	Where It May Be Used

	Restricted
	Client or patient information, confidential matter or case details, financial account data, personal data protected by law, trade secrets, anything under a confidentiality or privilege obligation.
	Approved AI tool only. Never enter this into a public or unapproved AI tool, in any form.

	Internal
	Non-public business information that is not individually sensitive: internal drafts, general process notes, non-confidential project information.
	Approved AI tool. Use caution and judgment. If in doubt, treat it as Restricted.

	Public
	Information already published or cleared for public release: marketing copy, public website content, general reference questions.
	May be used with any AI tool, though the approved tool is still preferred.



When in doubt, move up a tier. If you are not sure whether something is Internal or Restricted, treat it as Restricted. It is always acceptable to ask the policy owner before acting.
If your organization uses its own data classification labels, replace the tiers above with your existing categories.  [Adjust tier names and definitions to match your organization] 
5. Acceptable Use: Core Rules
These rules apply to all AI use for work:
1. Use approved tools for anything above the Public tier. Restricted and Internal information belongs only in an approved AI tool.
1. Never enter Restricted information into a public AI tool. Treat anything typed or uploaded into a public AI tool as if it could become visible outside the organization.
1. A person is always responsible for AI output. AI can be wrong, biased, or outdated. See Section 6.
1. Do not present AI output as something it is not, and follow any disclosure obligations. See Section 7.
1. AI supports staff, it does not replace their judgment. AI tools are aids. Final decisions, advice, and work product remain the responsibility of the staff member and the organization.
6. Accuracy and Human Review
AI tools can produce output that is confident and well written but factually wrong, incomplete, biased, or out of date. AI can also invent details, including citations, names, and figures, that do not exist.
Because of this:
1. A qualified person must review and verify AI output before it is relied on, acted on, or sent to a client, patient, or third party.
1. Any facts, figures, citations, or sources produced by AI must be independently confirmed against a trusted source.
1. The staff member who uses AI output is responsible for that output, exactly as if they had produced it without AI.
7. Client and Third-Party Disclosure
Some clients, courts, regulators, and contracts require that the use of AI be disclosed, or restrict it. Staff are responsible for knowing and following any such requirement that applies to their work.
1. Do not represent AI-generated work as something it is not.
1. Where a client agreement, court rule, regulator, or professional rule requires disclosure of AI use, follow that requirement.
1. Where a client or contract prohibits or limits AI use, that restriction overrides this policy for that work.
If your organization has a standard position on disclosing AI use to clients, state it here:  [Describe your organization's disclosure approach, or state that staff should confirm requirements per client or matter] 
8. Confidentiality and Protected Information
Entering information into a public AI tool can mean disclosing it to an outside party. For information that is confidential, privileged, or legally protected, that disclosure can have serious consequences, including loss of confidentiality protections and regulatory or contractual violations.
Therefore, Restricted information as defined in Section 4 must never be entered into any public or unapproved AI tool. The approved AI tool is provided specifically so that this kind of work can be done without exposing protected information outside the organization.
Add any confidentiality, privilege, or compliance obligations specific to your organization here:  [For example, obligations under applicable privacy laws, professional rules, or client contracts] 
9. Prohibited Uses
The following are not permitted:
1. Entering Restricted information into any public or unapproved AI tool.
1. Using AI to create content that is misleading, discriminatory, harassing, or otherwise in violation of organizational policy or law.
1. Using personal AI tool accounts for work that involves Restricted or Internal information.
1. Sharing AI tool logins, or using AI tools in a way that bypasses the organization's access controls.
1. Relying on AI output for client, patient, financial, or legal decisions without the human review required by Section 6.
1. Using AI in any way a client agreement, regulator, or professional rule prohibits.
10. Ownership of AI-Assisted Work
Work that staff produce with the help of AI tools, in the course of their employment, belongs to the organization on the same terms as any other work product.
Staff should also be aware that the ownership and permitted use of AI-generated content can be unsettled, and that some AI tools place their own terms on what is entered or generated. Do not use AI to reproduce material the organization does not have the right to use. Direct any question about ownership or rights to the policy owner.
11. Monitoring
To protect the organization and its clients, and to support this policy, the organization may review and monitor the use of approved AI tools, including which tools are used and how. Staff should not expect work activity in an AI tool to be private from the organization.
Confirm this monitoring language is consistent with your other workplace and privacy policies, and with local law, before adopting it.  [Adjust to match your existing monitoring and privacy practices] 
12. Staff Responsibilities, Reporting, and Policy Contact
Every staff member is expected to:
1. Follow this policy and ask the policy owner when a situation is unclear.
1. Use only approved AI tools for work involving Restricted or Internal information.
1. Classify information correctly before entering it into any AI tool, and review AI output before relying on it.
1. Report any suspected misuse, or any accidental exposure of sensitive information through an AI tool, as soon as possible.
Reporting and consequences
If you become aware of a violation of this policy, or you think sensitive information may have been exposed through an AI tool, report it promptly. Reporting a mistake quickly helps the organization limit any harm, and prompt good-faith reporting is expected and encouraged.
Violations of this policy may result in  [describe consequences, e.g. corrective action up to and including termination] , consistent with our other workplace policies.
Questions and policy contact
Questions about this policy, requests to approve a new AI tool, and reports of misuse or exposure should go to:  [Name, role, and contact details] .
If you are not sure whether something is allowed, ask before you act. A quick question is always better than an accidental disclosure.
13. Review and Updates
This policy will be reviewed at least once a year, and sooner if AI tools or our legal obligations change significantly. This policy was last reviewed on  [date] .
Quick Reference: Everyday Examples
These examples show the policy applied to common situations. They are illustrative. When a real situation does not match an example, fall back on the rules above and ask the policy owner.

	
	DO  /  DON'T
Summarizing a document with client or patient details.  Do: use the approved AI tool. Don't: paste it into a free public chatbot.
Drafting a general marketing blurb with no sensitive information.  Do: any AI tool is fine, the approved tool is still preferred. Don't: assume “marketing” always means Public, check first if it references real clients.
An AI tool gives you a statute, case, or statistic.  Do: confirm it against a trusted source before using it. Don't: rely on it as written, AI can invent citations.
You are not sure if information is Internal or Restricted.  Do: treat it as Restricted and ask the policy owner. Don't: guess and paste it into a public tool.
A client contract says AI may not be used on their matter.  Do: follow the contract, it overrides this policy for that work. Don't: use AI anyway because the policy generally allows it.


Employee Acknowledgment
I have read and understand the AI Acceptable Use Policy. I agree to follow it in the course of my work.

Employee name (printed)	Date
_________________________________	_____________________
Employee signature
_________________________________

	
	BEFORE YOU ADOPT THIS POLICY
This document is a starting template provided by Four Winds IT. It is not legal advice. Because it is written in fairly complete language, it is easy to adopt as-is, do not. Have it reviewed and adapted by your own legal counsel and compliance advisors before your organization adopts it. Four Winds IT is not responsible for the final policy your organization puts in place.



Need a secure AI tool to make this policy real?  A written policy works best when staff have an approved, secure AI platform to actually use. Four Winds IT helps organizations across Southwest Florida deploy one. Call (941) 315-2380 or visit fourwindsit.com/contact.
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